This study surveyed 1261 internet users from five cities (Bangalore, Seoul, Singapore, Sydney and New York) to examine multinational internet users' perceptions and behavioural responses concerning online privacy. It identified a set of individual-level (demographics and internet-related experiences) and macro-level factors (nationality and national culture), and tested the extent to which they affected online privacy concerns and privacy protection behaviours. The results showed that individual differences (age, gender and internet experience), nationality and national culture significantly influenced internet users' privacy concerns to the extent that older, female internet users from an individualistic culture were more concerned about online privacy than their counterparts. The study also identified three underlying dimensions of privacy protection behaviour -avoidance, opt-out and proactive protection -and found that they distinctly related to the individual and macro-level factors. Overall, the findings highlight the conditional and multicultural nature of online privacy.
INTRODUCTION
Personal information privacy is fast becoming one of the most critical issues in today's information-saturated society (Milberg et al., 1995) . Surveys (e.g. Consumer Internet Barometer, 2003) show that while in the 1970s 30 percent of consumers claimed to be concerned about privacy, that figure is now more than 80 percent (Dommeyer and Gross, 2003) . Such high levels of concern, it is argued, have negative consequences for the broadscale adoption of the internet and e-commerce (Infocomm Development Authority, 2004; Sheehan, 1999) . For example, many internet users who have never made an online purchase identify privacy concerns as a key reason for their inaction (Infocomm Development Authority, 2004 ; UCLA Center for Communication Policy, 2004) .
Online privacy is not only becoming a significant ethical or managerial issue, it is also viewed increasingly as an 'international human rights' issue (Smith et al., 1996) . As more companies and organizations become global, it is obvious that online privacy concerns extend beyond a single national culture (Milberg et al., 1995) . However, with a few exceptions, previous online privacy studies have been confined to a national scale and paid little attention to multinational or cross-cultural issues.
The purpose of this study is to explore online privacy using the perspective of cultural relativism (Yeniyurt and Townsend, 2003) . A multinational survey was conducted on 1261 internet users from five multinational cities -Bangalore, Seoul, Singapore, Sydney and New Yorkand the study examined how they perceived and coped with online privacy.
It also explored what socio-psychological and cultural factors influenced the way that internet users perceived and responded to online privacy. More specifically, it identified a set of individual-level factors (demographic variables and internet-related experiences) and macro-level factors (nationality and national culture) and tested the extent to which the twolevel antecedent factors affected online privacy concerns and self-protection behaviours. Overall, this study is guided by the recognition that investigating and addressing privacy issues requires identifying the root causes of privacy concerns (Wang and Petrison, 1993) , as well as taking into account the multidimensional and multicultural nature of online behaviour (Bellman et al., 2004) .
LITERATURE REVIEW

Concerns about online privacy and antecedent factors
Privacy is a multifaceted notion, encompassing personal autonomy, democratic participation, identity management and social coordination (Phillips, 2004) . Central to this multidimensional construct is the desire to keep personal information out of the hands of others: that is, privacy concerns (Westin, 1967) . Research has shown that individual perceptions and values affect privacy concern Joinson et al., 2006) .
A number of studies have tested whether concerns about online privacy are a function of demographic variables. Sheehan (1999) found that female internet users were generally more concerned about their personal privacy than male users. Females tended to be less risk-taking and trusting than males in various social settings, including online shopping (Rodgers and Harris, 2003) . Additionally, education level and age have been identified as significant factors influencing online privacy concerns. In general, older people (Bellman et al., 2004) and better educated individuals were more concerned about online privacy since they became more sensitive to, or more aware of, potential privacy problems (Milne and Gordon, 1994; Wang and Petrison, 1993) .
Several studies examined the relationship between individuals' experiences with the internet and privacy concerns. Internet experience has been operationalized by length and frequency of use (Bellman et al., 2004; Miyazaki and Fernandez, 2001 ; UCLA Center for Communication Policy, 2004) . Bellman et al. (2004) reported that internet users' concerns about online privacy diminished with internet experience. On the one hand, the suggestion is that online privacy concerns should fall gradually as the average level of internet experience rises (Bellman et al., 2004; Consumer Internet Barometer, 2003) . On the other hand, Singh and Hill (2003) found the opposite: experienced and knowledgeable internet users were more concerned about online privacy and less likely to shop online. Singh and Hill reasoned that increased expertise might make consumers more cautious about internet usage, since they were more aware of how their data could be collected and used without permission.
In sum, studies have demonstrated that concerns about online privacy vary across a host of individual factors. More specifically, the literature suggests that gender, age and education levels are significant factors affecting online privacy concerns. Hence, this study predicts that:
H1: Older, more educated and female internet users will be more concerned about online privacy than younger, less educated and male internet users. Bellman et al. (2004) predicted that perceived risks about online privacy should be tempered as internet-related experience increases. Similarly, Miyazaki and Fernandez (2001) suggested that concerns about online privacy are likely to be derived from the relative novelty of the internet. As such, prolonged internet usage will lead individuals to discover that online privacy risks are often exaggerated and controllable. Hence, this study predicts that:
H2: There will be a negative relationship between internet-related experiences and online privacy concern.
Online privacy in a multinational context In addition to the individual-level factors that govern concerns about online privacy, there are some macro-level variables that must be addressed when examining privacy issues (Bellman et al., 2004; Milberg et al., 2000) . Ives and Javenpaa (1991) argued that country-to-country differences must be considered when developing and implementing global information systems and applications. These country-specific variables include legal, historical and cultural environments, which might influence how online privacy is viewed (Singh and Hill, 2003) . This study focuses on national culture, since a number of studies have found that cultural values have significant effects on various dimensions of information technology (IT) use and behaviour (e.g. Calhoun et al., 2002) . With regard to information privacy, Westin (1967) also suggests that every society values privacy in some form, but the expression of this privacy varies significantly across cultures. The following discussion describes how cultural values may influence online privacy concerns among internet users.
Cultural values and information privacy concern
National culture is defined as the collective mindset distinguishing the members of one nation from another (Hofstede, 1980 (Hofstede, , 1991 . National culture influences a person's actions through cultural values, which valorize particular behaviours while discouraging others (Triandis, 1994) . Cultural values tend to endure even when other differences between countries are eroded by changes in economics, politics and other external pressures (Hofstede, 1991) .
National culture has been found to affect how an individual responds to a potential risk of being exploited in various social contexts (Tse et al., 1988; Weber and Hsee, 1998) . Similarly, researchers have postulated that individuals' concerns with privacy can be influenced by their respective cultural values. These researchers used Hofstede's four indices of national culture: individualism, power distance, uncertainty avoidance and masculinity.
The Individualism Index (IND) refers to an individual's independence from organizations or collectivity. People in individualistic cultures tend to place more value on private life, while collectivistic societies accept more easily groups' and organizations' intrusion into the private life of an individual. Therefore, researchers have proposed that individuals in high IND countries would exhibit higher levels of concern for information privacy (Liu et al., 2004; Milberg et al., 1995 Milberg et al., , 2000 .
The Power Distance Index (PDI) refers to the degree of inequality between a less powerful individual and a more powerful one. Although high PDI cultures tolerate greater levels of power inequality, higher scores are associated with greater mistrust of more powerful groups, such as companies. Hence, individuals in high PDI countries would exhibit higher levels of privacy concerns (Bellman et al., 2004; Milberg et al., 1995 Milberg et al., , 2000 .
The Uncertainty Avoidance Index (UAI) measures the extent to which a society feels threatened by uncertain and ambiguous situations and tries to avoid these situations. Higher UAI is associated with high levels of anxiety, stress and concern for security. Hence, concern for privacy may be positively related to UAI (Bellman et al., 2004; Milberg et al., 1995 Milberg et al., , 2000 .
Finally, the Masculinity Index (MAS) refers to the extent to which a society values 'assertiveness, the acquisition of money and things and not caring for others, the quality of life or people' (Hofstede, 1980: 46) . High MAS cultures place greater emphasis on material success, and perhaps the economic benefits of using private information over privacy control (Bellman et al., 2004) .
Earlier studies which examined cross-cultural differences in information privacy produced somewhat mixed results. Some found significant relationships between national culture and concern, as predicted (Bellman et al., 2004; Milberg et al., 2000) . However, these studies also noted that many dimensions of national culture had an influence on privacy in an opposite direction to what was predicted (e.g. UAI in Bellman et al., 2004; PDI, IND and MAS in Milberg et al., 2000) . As far as we are aware, there has been no previous study using a large representative sample of multinational internet users as opposed to non-probabilistic, convenient samples (e.g. students or auditors) or small voluntary samples with a threat of self-selection bias. Further, the focus of some studies has been on personal information privacy rather than online privacy per se. Taken together, the findings of previous studies are not only inconsistent, but also make it difficult to evaluate the accuracy of meanings. Thus, it is not known whether people from different countries have the same expectations for privacy online.
As suggested by Westin, privacy 'is a social, cultural and legal concept, all three of which vary from country to country ' (1967: 156) . For example, in the USA, privacy is seen as a basic human rights issue, entrenched in the American Bill of Rights. In contrast, the legal systems in Asian societies have tended to overlook individual interests in favour of the collective. According to Lyon:
The importance of national goals to life in say, Singapore or Japan, has no equivalents in other parts of the world and can permit much higher levels of intrusive surveillance than would be countenanced in surveillance-conscious regions such as Scandinavia. (2001: 93) For example, in 2003 Singapore introduced the Computer Misuse (Amendment) Act to allow the government to monitor all computer activity and to take 'pre-emptive action' against hackers before they strike (Boey, 2003) . Violation of privacy by Asian governments is not uncommon, and there is little or no recognition of privacy in their constitutions (Tam, 2000) .
Using Westin's (1967) 'social balance' arguments, Milberg and colleagues argued that 'variations in privacy social balances, under which privacy's states are traded off against other societal values, are prominent even in societies that are rather homogeneous in many other respects ' (1995: 67) . It might be expected, then, that individuals in different countries should display varying degrees of concern about online privacy. As noted previously, internet users in different countries reside in heterogeneous social conditions which may cause significant differences in the levels of concern across nationalities (Bellman et al., 2004) . Specifically, the above literature suggests that internet users from 'Asian' countries (India, Korea and Singapore) should be less concerned about online privacy than those from 'Western' countries (Australia and the USA), since they are used to cultural norms and legal systems that tend to favour collective over individual interests (Lyon, 2001; Tam, 2000) . Hence, this study predicts that:
H3a: There will be significant differences in the levels of concern about online privacy across the five nationalities.
H3b: Internet users from Asian countries will be less concerned about online privacy than those from western countries.
While H3 tests the overall differences across nationalities, it would be valuable to pinpoint the potential causes of such cross-national differences. As reviewed previously, both theoretical arguments and empirical studies generally suggest that cultural values should have significant effects on the way in which internet users perceive a privacy issue. More specifically, previous studies suggest that individuals in high IND, UAI and PDI countries will exhibit higher levels of concern, because they care about independence from the collective, favour security and clear rules and exhibit higher distrust of organizations. However, individuals in high MAS countries will exhibit lower levels of concern, as they are more willing to provide private information in exchange for potential economic benefits such as convenience. Hence, this study predicts that:
H4: Internet users in high IND, UAI and PDI countries (and low MAS countries) will exhibit higher levels of concern about online privacy.
Behavioural responses to online privacy: privacy protection behaviour Another important aspect of online privacy which has not received full research attention is privacy protection behaviour. While many studies have examined the attitudinal dimension of online privacy, very few have extended their focus to the corresponding behavioural aspect.
Regan (2002) claims that information privacy has been defined largely in terms of the rights of individuals to control information about themselves. In the liberal tradition, for example, privacy is viewed as an individualistic value protecting citizens from intrusion (Phillips, 2004 ). As such, many solutions for privacy protection, for example, remailers, anonymizers, etc., are geared towards granting individuals an independent means of privacy protection rather than having to rely on third-party protection. However, given that individuals engage in rational and calculated choices, it is predicted that individuals are very unlikely to choose such preventive measures because they are more difficult to use and can slow down their online activities (Phillips, 2004; Regan, 1995 Regan, , 2002 . Moreover, it is argued that those solutions are based overwhelmingly on the traditional understanding of privacy as a personal rather than a social, public and collective value (Mason and Raab, 2002; Phillips, 2004) . Thus, some researchers have suggested that privacy should be framed as a common good, and that personal information should be conceptualized as a resource that requires protection for the benefit of society as a whole.
While previous studies have made assumptions about why the individual model of privacy protection is not effective (Phillips, 2004; Regan, 2002) , empirical research on how and why individuals reject or accept various protective measures is surprisingly rare. Most studies on privacy protection behaviour were conducted in the context of direct marking (e.g. Dommeyer and Gross, 2003), or examined a very limited set of behavioural responses, such as consumer complaint behaviours (Sheehan and Hoy, 1999) , or false disclosure of information (Youn, 2005) . As such, previous studies often measured one type of protection behaviour and extrapolated their findings to other types of protection behaviours, in spite of the fact that different preventive measures have been developed for different purposes (Phillips, 2004) . This is problematic, given that there are separate dimensions of privacy protection behaviours which can be used selectively by different people . Finally, no studies to date have examined how internet users from different countries or cultures use different strategies to cope with privacy infringement. As such, it is still unknown how internet users perceive a variety of privacy protection measures; how individuals selectively engage in different types of self-protection strategies; and whether individuals display any different patterns of privacy protection behaviours across various social and cultural groups.
To explore these issues, the current study asks the following research questions. First, it attempts to investigate the dimensionality of privacy protection behaviour. With regard to concerns about online privacy, there have been several studies seeking to discover the underlying dimensions of privacy concern (Malhotra et al., 2004; Milberg et al., 2000 Milberg et al., , 2002 Smith et al., 1996) . With a notable exception , few empirical investigations have sought to find the underlying dimensions of privacy protection behaviour. Exploring the dimensionality of protection behaviour would help researchers to identify the salient attributes of various privacy protection behaviours, and how these behaviours are distinctly related to other social psychological variables. Hence, this study attempts to uncover the following:
RQ1: What are the underlying dimensions of privacy protection behaviours pertaining to online privacy?
In a more practical sense, it is useful for researchers to uncover how internet users with different social and cultural orientations selectively adopt or reject various types of protection behaviours. Given that there is a dearth of studies examining how internet users from different countries or cultures protect their privacy using different strategies, this study explores the following: RQ2: What types of protection behaviours do multinational internet users engage in the most? Are there any significant differences in the way that multinational internet users respond to privacy threats?
Overall, it is believed that such empirical information can provide a more accurate and complete picture on how individuals respond to online privacy. This understanding will help policymakers as well as online organizations to develop more effective ways of protecting privacy at both the individual and collective levels.
METHOD
Sample and procedure Five cities were selected for the survey. Seoul and Singapore were selected because they have among the highest percentage of internet users in Asia. Bangalore was selected because it is India's IT hub. These three Asian cities were counterbalanced by two western cities, Sydney and New York.
According to Hofstede's national culture indices, Australia and the USA rank highest in the IND (90 and 91 respectively). To ensure consistency of survey implementation, a research company with branches in all five cities was hired to conduct all the surveys. The respondents were selected randomly from the research company's panel database, which comprises 35 million internet users in more than 40 countries and is representative of the general internet user population (AC Nielsen, 2005) .
Prior to the final survey, a pilot test was conducted using 101 samples from Bangalore (N = 34), Seoul (N = 46), Singapore (N = 11) and Sydney (N = 10) in order to check the reliability and validity of the multiple-item measures developed for this study. Several items were dropped or modified due to low internal consistency and inadequate factor loadings. The final survey was in the form of an online, self-administered questionnaire. In total, a set of 82 items was used, including both novel items and some drawn from the existing published privacy literature, definitions and surveys (see 'Measures' below).
Note that the survey questionnaire was translated into Korean for administration in Seoul. It was translated back into English to ensure that the questionnaire had the same linguistic interpretations for all subjects. The total number of respondents for each city was 300 internet users. However, after eliminating unreliable answers, the final sample size per city was Bangalore: 244, Sydney: 280, Singapore: 277, Seoul: 196 and New York: 264.
Measures
Online privacy concern This was measured by a five-item Likert-scale, based on a unidimensional conceptualization of online privacy concerns. Multidimensional construct models such as Concern for Information Privacy (Smith et al., 1996) or Internet Users' Information Privacy Concerns (Malhotra et al., 2004) were not used, due to the constraints of survey length. However, the given items were comprehensive enough to measure the key dimensions of privacy concerns identified in previous studies, such as general concerns about online privacy, collection and control over online privacy (α = .759).
Privacy protection behaviour This was measured by 12 items adapted from previous studies (Dommeyer and Gross, 2003; Stark, 2004) . The instrument measured the degree to which internet users display different means of self-protection, such as opting out, use of privacy-enhancing technologies, avoiding the internet for transactions, etc. These items were grouped later into three subcategories based on explorative factor analyses.
National culture To compare cultural values across the cities, Hofstede's (1980 Hofstede's ( , 1991 national culture indices were used: PDI, UAI, MAS and IND.
The index ranges from zero to 100, where 100 represents the strongest degree to which the value dimensions manifested in the culture.
Demographic variables and internet-related experiences The survey measured demographic variables such as gender, age, education and personal income. Internet-related experience was measured by the length and frequency of internet use and experience with internet shopping. Given that the internet is used for purposes such as communicating, gathering information and transacting, online shopping experience was distinguished from general internet experience. A combined scale was not created for internet-related experiences, because some items might have unique relationships with online privacy concerns (Miyazaki and Fernandez, 2001 ). Finally, another related concept, prior privacy invasion, was measured by using the indicator variable, spam (e.g. 'How often do you receive unsolicited email promotions (spam) that you do not remember signing for?').
Privacy self-efficacy Internet users' self-efficacy belief was measured with regard to privacy protection, and this variable was used to check the construct validity of privacy protection behaviour measurement. Privacy self-efficacy was conceptualized as the extent to which the respondents were confident about their abilities to protect themselves from potential threats arising from privacy intrusion. Previously validated measures (Compeau and Higgins, 1995; Rimal, 2000) were adapted and modified to reflect the specificity of the internet. The internal consistency of six items (e.g. 'I am quite confident in my ability to protect my privacy online') was .716. Table 1 summarizes the characteristics of internet users from the five cities, their levels of concern and privacy protection behaviours. An ANCOVA assessing group differences by nationality, controlling for demographic variables and internet-related experiences, showed that there were significant differences in online privacy concern (F = 44.13, p < 001) and privacy protection behaviour (F = 4.19, 34.53, 39.56 ; p = .002, 001, 001) across the five nationalities. The comparison between Asian (M = 5.25) and western (M = 5.61) countries with the same control variables also showed that the difference in online privacy concern was significant (F = 4.88, p = .027). The results support H3a and H3b.
RESULTS
Descriptive statistics
Antecedent factors affecting privacy concern H1, H2 and H4 predicted that concerns about online privacy would be a function of demographic variables, internet experiences and national culture, respectively. To test the hypotheses, multiple regression analysis was performed. Prior to hypothesis testing, the key assumptions for regression analysis were checked, such as linearity, normal distribution, constant variance and multicollinearity. No significant violations of those assumptions were found, except for high intercorrelations among the four national culture indices. Hence, the two national culture indices (PDI and MAS) were excluded from the final regression analysis in order to avoid high multicollinearity. IND and UAI were selected because IND is correlated very strongly with PDI (r = -.836) and MAS (r = .922), therefore IND alone can represent the other two; among the four cultural indices, IND is considered to be the key dimension (Triandis, 1994) ; and the correlation between IND and UAI was relatively low (r = .155).
The final model included the demographics of individuals (age, gender, education and income), internet-related experience (length and frequency of internet use, length and amount of online shopping and spam) and two national culture indices (IND and UAI). Table 2 reports the results of the regression analysis. With regard to H1, age and gender displayed significant associations with online privacy concern (b = .096, p < 001; b = -.072, p = .009). Consistent with the previous literature (e.g. Bellman et al., 2004) , older, female internet users were more concerned about online privacy than their younger, male counterparts. Internet users with a higher educational background also tended to be more concerned about online privacy, although the relationship was only marginally significant (b = .050, p = .095). Hence, H1 is supported.
• As for H2, internet-related experiences such as length of internet use (b = .154, p < 001) and length of internet shopping (b = -.073, p < 001), had significant effects on online privacy concern. Additionally, spam was a significant predictor of privacy concern (b = .151, p < 001). It seems that individuals' prior experiences with privacy invasion (e.g. spam) led to higher levels of concern about privacy.
It is interesting to note that while concerns about privacy were associated positively with the length of internet use, it was associated negatively with the length of online shopping. This might be because more experienced internet users are more aware of potential threats, or have had more direct or indirect experiences of privacy intrusion. Despite these concerns, internet users have no choice but to persist in going online, as the internet is a key channel of information or communication. More experienced online shoppers are also likely to have more direct or indirect experiences of privacy intrusion. However, the fact that they persist in shopping online even though the internet is not their only shopping option suggests that they have enhanced through extended usage their personal ability to protect their online privacy. Note that the findings are based on correlational analyses, making it difficult to establish causality. For example, it can be argued that since concern with online privacy prevents many internet users from shopping online (Infocomm Development Authority, 2004), those who shopped online had low privacy concerns to begin with, suggesting that the causal direction can go the other way. Taken together, H2 is supported partially. The findings suggest the importance of distinguishing online consumers from general internet users and online shopping experience from general internet usage. With regard to H3, the two cultural indices, IND (b = .167, p < 001) and UAI (b = -.120, p < 001) had significant associations with the dependent variable. For IND, the results indicate that individuals from an individualistic culture are more likely to be concerned about online privacy. For UAI, the beta coefficient of UAI was negative, which is opposite to the original hypothesis. Hence, the results provide partial support for H4.
Privacy protection behaviour A series of explorative factor analysis using a principal component analysis with promax rotation was performed to discover the underlying dimensions of privacy protection behaviour (RQ1). Given that no previous theoretical study examining the dimensionality of privacy protection behaviour was found, explorative factor analysis was used instead of confirmatory factor analysis. Oblique rotation (promax) was appropriate because of the likelihood that the factors would correlate with one another.
Three factors with eigenvalues greater than 1 were retained initially. The scree plot suggested that a three-factor solution was tenable, with factors after the third accounting for smaller proportions of variance. The KaiserMeyer-Olkin statistic was 0.795, indicating moderate to moderate-high intercorrelations among items without severe multicollinearity. The study adopted an additional procedure in order to maximize factor purity (i.e. create a set of factor-univocal scales), which suggests that the item's loading on the marked factor should be at least twice the value of the next highest loading (Saucier, 1994) .
As shown in Table 3 , the results of the final factor analysis indicate the presence of three distinctive factors: 'avoidance' (three items), 'opt-out' (two items) and 'proactive self-protection' (six items). The avoidance factor consists of items such as 'use of non-internet means to communicate, buy, or gather information'. The opt-out factor has to do with actively choosing not to receive email solicitations. The proactive protection factor addresses the more active protection of personal information, using privacy enhancing technologies, erasing cookies, checking trust marks, etc. One item, 'make sure that the financial information is encrypted', was dropped from the final factor analysis because the cross-factor loading was more than 0.40. The final 11 items had factor loadings greater than .60 on the same factor (except for 'privacy policy', of which the factor loading was .587) and cross-loadings fewer than .40 on any other factors, indicating satisfactory convergent and discriminant validities. Internal consistency reliabilities measured by Cronbach's alpha ranged from .66 to .78, sufficient for exploratory analyses. Altogether, the three factors explained 58.97 percent of the variance.
Overall, the results indicate that internet users tend to distinguish distinctive types of privacy privacy protection strategies and that internet users' privacy protection behaviours can be represented by mainly three underlying factors.
To test further the construct validity of the three behavioural factors identified in this study, the ways in which these factors were associated with two theoretically central variables -concern and self-efficacy -were examined. According to protection motivation theory (Rogers, 1975 (Rogers, , 1983 and the Extended Parallel Process Model (Witte, 1992) , concern and self-efficacy are the most critical variables affecting individuals' risk-coping behaviours. Concern influences individuals' adoption of coping behaviours, as those with high levels of concern are more motivated to think about and act upon a problem to reduce vulnerability to threat. Self-efficacy, defined as the perceived ability to exert personal control in behaviour change (Bandura, 1977) , is another central variable affecting individuals' adoption or use of preventive behaviour (Rimal, 2000) .
To examine the theoretical relationships between concern and self-efficacy and the three sets of privacy protection variables, hierarchical regression
• analyses were conducted. In the first step, a set of control variables (demographics, internet experiences and national culture) were included; in the second step, privacy concern and self-efficacy were entered to predict the three dimensions of privacy protection behaviours. The key assumptions for regression were checked and only IND and UAI were included in the model for the same multicollinearity problem noted previously. Table 4 reports the results of three hierarchical regression analyses performed. As shown, some control variables (e.g. demographics) had significant effects on the dependent variables. The addition of two central variables (concern and self-efficacy) significantly improved the model's fit for all three dependent variables. Concern had significant effects on all three dimensions of
• protective behaviour. Similarly, self-efficacy had effects on 'avoidance' and 'proactive protection' but not on 'opt-out'. Note that self-efficacy had more direct influence on 'proactive protection' and relatively less significant or insignificant effects on 'avoidance' and 'opt-out'. It is believed that the level of required effort relative to each individual's level of motivation provides a plausible explanation. Proactive protection strategies require greater effort to find, initiate and use (e.g. use of privacy enhancing technologies). On the contrary, since avoidance or opt-out are relatively straightforward and do not require a high level of computer skills, individuals' beliefs on self-efficacy did not matter significantly. Overall, the results suggest that concern, self-efficacy and risk behaviour (privacy protection) are closely interlinked, as predicted in protection motivation theory (Rogers, 1975 (Rogers, , 1983 and the Extended Parallel Process Model (Witte, 1992) . Hence, some initial evidence of construct validity was provided. Table 1 summarizes the comparison of protection behaviours across the five nationalities (RQ2). It shows that 'opt-out' was the most utilized strategy for privacy protection for internet users in all cities except for Bangalore. 'Avoidance' was the least used strategy in Sydney, Singapore and New York. This suggests that as the internet becomes an essential tool for daily life, people tend to seek out means to protect their online privacy rather than avoid using the internet. However, surprisingly, the internet users in Bangalore and Seoul were more likely to avoid the internet than to use available means to protect their privacy.
DISCUSSION
The present study examined internet users' perceptions and behavioural responses concerning online privacy using a representative sample of multinational internet users. It empirically identified a set of individual and cultural factors affecting online privacy. It also extended the focus of privacy research into the behavioural dimension of online privacy (i.e. privacy protection behaviour) to produce a more complete picture of online privacy. Thus, the findings constitute meaningful contributions to the emerging base of information privacy research, and provide the basis for specific recommendations to those managing personal data in a multinational environment.
First, the present study confirms that online privacy is a significant concern affecting many internet users across countries. According to the survey, more than 70.1 percent of multinational internet users were somewhat or highly concerned about online privacy. Moreover, it was demonstrated that the ways in which individuals perceived and coped with online privacy varied across a host of micro and macro level factors such as age, gender, education, internet experience, nationality and cultural values. Specifically, demographic values and internet-related experience had significant effects on privacy concerns, largely confirming the findings of previous studies (Bellman et al., 2004; Milne and Gordon, 1994) . The study also found that internet users' concerns and behavioural responses varied significantly across nationalities (H3), and that such multinational differences could be explained partially by national culture values (H4). More specifically, internet users from countries with a high IND culture exhibited higher levels of concern about online privacy. As mentioned previously, high individualism is associated with a strong desire for private life and independence from the collective. Consequently, individuals in high individualism countries are more likely to be concerned about potential privacy intrusion. In this regard, the concept of low versus high context communication (Hall, 1977) may help to explain this tendency. Hofstede (1991) concluded that high IND is often linked to low context: that is, direct and detailed communication. Internet users in high IND countries would favour low context communication, and therefore when engaging in online transactions, they would prefer that all transaction-related information be highly explicit and clearly spelled out, perhaps manifesting itself as a higher level of concern about online privacy. In contrast, internet users in low IND, high-context cultures are accustomed to more indirect communication and do not seek explicit details on privacy protection. This suggests that organizations should be conscious of such distinctions when operating in high individualism versus low individualism cultures.
Overall, the findings generally support the 'conditional' nature (McGrath, 1994) and cultural relativism of online behaviours and attitudes (Yeniyurt and Townsend, 2003) . This suggests that a more comprehensive and holistic analysis of online privacy is needed, given that how people perceive and respond to online privacy is affected not only by micro-level, individual differences but also by macro-level, national and cultural differences. Rather than assuming that the online population is homogenized due to the forces of globalization, governments and corporations must be cognisant of the prevailing cultural and individual differences that influence internet users' behaviour vis-à-vis online privacy. Indeed, even macro-level national cultural differences will be harder to grasp as globalization and the growth of diasporic cultures give rise to hybrid identities, rendering difficult the assumption that national identities either can, or will, be homogenous and unitary.
Another important finding in this study is that internet users' behavioural responses to online privacy, that is, their privacy protection behaviours, are multidimensional in nature. Today's internet users can adopt various privacy protection measures ranging from passive, effortless strategies to more proactive, cognitively intensive behaviours. The presence of the three unique factors identified in this study suggests that internet users tend to distinguish and exhibit distinctive types of privacy protection behaviours. In other words, different people may be able to protect their privacy in different ways, implying that individuals' choice of privacy protection behaviour is heterogeneous and conditional rather than homogeneous and universal. Additionally, the three dimensions of protection behaviour were linked distinctly to different sets of antecedent factors, further supporting the multidimensional nature of privacy protection behaviour (see Table 4 ). The study found that demographic, individual and cultural values influenced the way in which people coped with online privacy. However, the way that these factors influenced protection behaviours varied according to the nature of the behaviour (e.g. 'age' had a significant effect on 'proactive' strategies, but not on others). The findings suggest that, rather than assuming that all approaches to privacy protection are the same, future researchers should be aware of this multidimensional nature of privacy protection behaviour in order to understand fully how different dimensions of privacy protection behaviours are adopted (or rejected) selectively by various social and cultural groups.
Considered broadly, the findings demonstrated empirically the complex and interconnected nature of relationships between individual differences, national cultural values, privacy attitudes and behavioural responses. The study also highlighted the importance of recognizing the multicultural and multidimensional nature of online behaviour in an attempt to theorizing privacy online.
Implications of the study
There are several practical implications of this study. First, although there were marked differences across nationalities, the overall level of privacy concern among multinational internet users was remarkably high. It was found that high levels of concern led to avoidance strategies among internet users (see Table 4 ), making them resort to alternative means to gather information, shop and communicate. As Buchanan and colleagues (2006) state, online privacy is a complex, multifaceted issue that involves individuals' concerns about how information is gathered, stored, used and shared by numerous actors in a multitude of environments (e.g. medical, educational or commercial). Hence, regulators, government officials, educational institutions, e-commerce vendors and a host of other organizations should take note of the findings of this study and introduce policies that reduce individuals' concerns about potential privacy violations. We also propose that corporate and non-corporate actors should adopt ethical and moral standards, not just policy statements, in confronting online privacy concerns. Embracing such coherent ethical guidelines is essential for building inclusive knowledge societies.
The national and cultural differences observed in this study seem to suggest that online companies and regulatory bodies should embrace a multinational approach to the development of systems utilizing personal data or regulatory regimes, by crafting country-specific solutions. Additionally, it may be appropriate to pay even more attention to privacy controls in countries where levels of concern are the highest, and where the cultural values appreciate tighter control of personal privacy.
CONCLUSION
Direction for future studies With the increasing importance of the internet as a cross-border information and transaction tool, online privacy becomes a critical issue for individuals, corporations, regulatory agencies, etc. Analysing how individuals in different countries and cultures view and respond to privacy issues provides a means for researchers to understand further complex online behaviours in the information age. We believe that the present findings provide important observations about multinational internet users and the nature of their concern and behaviour pertaining to online privacy.
A number of issues require further research. First, this study treated information privacy concern as a unidimensional construct. As a result, this study does not explore fully the multidimensional nature of those concerns as with Concern for Information Privacy (Smith et al., 2000) or Internet Users' Information Privacy Concerns (Malhotra et al., 2004) . However, Stewart and Segars (2002) suggest that Concern for Information Privacy may be represented more parsimoniously as a higher-order single factor structure. Similarly, Buchanan et al. (2006) suggested that a single-factor solution should be plausible for privacy concern measurement. Nonetheless, future research may employ a multidimensional model of online concern in order to examine how various dimensions of privacy concern are associated distinctively with different types of privacy protection behaviours.
Limitations of the study It can be argued that the present study failed to account for the effects of another critical factor, that is, the regulatory differences across the five cities, which can have a significant influence on internet users' privacy orientations (Milberg et al., 2000) . This study did not measure this variable because an adequate and up-to-date index to examine these differences properly was not available, and developing one was beyond the scope of this work. Nonetheless, based on Milberg et al's (2000) Regulatory Models of Government Involvement in Corporate Privacy Management, the five countries studied fell mostly in the low range of Milberg's regulatory continuum. For example, they mostly follow a 'hands-off' approach or promote corporate self-regulation and have sectarian laws dealing with the most serious types of privacy concerns, such as in the area of banking. Therefore, while for the purposes of this study it was assumed that there would be no significant differences across the five countries, it is recognized that failing to study the impact that such differences could have on the findings is a limitation that should be noted.
Finally, the present study is limited in that data were gathered using an online survey. Although the study represents a relatively more reliable sampling frame, probability sampling method and sufficient sample size than those used by other studies, the external validity of online samples remains a problem. Since the internet has no central registry of users to create a reliable sampling frame, this limitation might be unavoidable. Hence, the findings of this study should be validated further by research employing various sampling strategies and frames.
